Hudopmaiinst 06 OCHOBHBIX BUAX MOLICHHUYECTBA

B nacrosunee Bpemsa Haubosee pacnpoCTpaHEHHBIM CIIOCOG0OM COBEPILEHHUSA
TpEeCTyIIeHUH B fauHOH cdepe siBiseTcs XUlIeHNe ¢ OaHKOBCKUX KapT rpaKaaH,
KOrZa 3JI0YMBILIJICHHHUKH IO TeleQOHY NPENCTaBISIOTCS COTPYNHUKAMHM CIYXO
0€30IacHOCTH pa3InyHbIX OAHKOB M II0J PA3IMYHBIMU IIPEUIOraMy IONY9aloT OT
NOTepIeBIIMX HoMmep OankoBckod kapthi, kog CVV (3 uumbpsl na obparHOH
CTOPOHE KapThl), @ TaKkxe NnapoJu, npuxoausmue no SMS, rHeoGxomumele Ans
npoBeicHMs GPUHAHCOBBIX onepauui. Taxoke 3I0YMBILICHHUKH MOTYT COOOLIUTh
NOTEPNEBLIMM O HEOOXOOUMOCTH YCTAHOBJIEHHS Ha CMAapT(OH, KOMIIbIOTED WM
IUIaHILeT pa3nuyHbIX nporpamm («Anydesk», «Quick supporty, « Teamviever» u
Ip.), BbiaBas UX, B TOM YHUCJIE, 38 AaHTUBHUPYCHBIE, I103BOJISIOWUX MOUIEHHHKAM
OMCTaHLIMOHHO, T.€. YIANEHHBIM JOCTYIIOM, YIPaBIsSTh CMapTHOHOM, HOYTOYKOM
WY TIIaHLIETOM M, KaK CJIEACTBHE, OCYLIECTBIATE OHJIAHH NEPEBOJBI OT UMEHHU
TIOTepIIeBIIMX Yepe3 UX JIUYHBINA KaOuHeT.

Ob6pawaro BHUMaHHE, 4TO B XOA€ TeNeQOHHBIX pPa3rOBOPOB MOIICHHVIKHU
MOTYT coOOmmMTE Balld [epcoHainpHble JaHHble: ®OWO, npaty poxnreHus,
IIACIIOPTHHIE NAHHbIE, a TAKXKe Jaxce MOCHeNHHe ONepalyy IO BallUM CHETaM.
KpomMe TOro, mnpecTymHukd, HCIONL3YyS Bo3MOXHOCTH [P-tenedonuu, moryr
OCYILIECTBIATE 3BOHKH C a0OHEHTCKMX HOMEPOB, CXOXKMX HIM MASHTHUYHBIX
ouIHanbHBIM HOMepaM 0aHKOB, YKa3aHHBIM Ha 000pPOTHON CTOpPOHE KapT.

YroOp! He cTATh XKEPTBOH MOLOOHBIX MPECTYINICHUH HEOOXOOUMO TOMHUTS,
YTO HACTOSILLME COTPYINHHKW OAHKOB HUKOIA4 HE 3BOHST KIMEHTaM U He IpOCsAT
COOOLINTL UM KaKyro-nmu0o MHGOpMAUMIO, KACAIOULYIOCS KaK MX MEepCOHANBHBIX
JIaHHBIX, Tak u OaHkoBckoM kxapthl. Hu npu kakux oOCTOATENLCTBAX He
pasriaiiaite HUKOMY, BKJIOYAs COTPYAHMKOB 0aHKOB, IapOii Ha IIPOBENCHUE
onepauui. Ilapone ana Bxoma B cuctemy «bank Ounalis» 3To Ballla JIAYHasA
KoHpuaeHnWanbHas wuHpopMmauus. Taioke, He B KOeM Cly4dae HE CTOUT
YCTAHAaBAMBaTh MO MNpoch0e HEeU3BECTHBIX JIML Kakue-Iu00o MNpUIIOKEeHHS
(nmporpamMmsl).

Vuple crnocoObl MOLIGHHUYECTBA COBEPLISHHEIE JUCTAHLIMOHHBIM CIIOCOO0M.

C ucnonp3oBanuem cetu MurepHeT:

1. IlyreM moyyyeHus npenoriarsl B pazmepe 10 100% 3a Tosap unu yciyry ©
[IOMOILIBIO CO3JaHUsl «OAHOAHEBHBIX» UHTEPHET-Mara3uHoB U CalTOB-IBOHHUKOB;
C Hcrosp3oBaHueM MHTepHeT-NIoWanoK Mo IpoAa)ke TOBApPOB W yCiyr (CalTh
«Auto», «lOna» u ap.); B conuaibHbIX cerax «B koHTakTe», «OQHOKIACCHUKI»
1 T.A.

[Ipexne uem 3aka3aTh ToBap B VIHTepHeTe mouurTaiiTe OT3BIBBI Ha pa3HBIX
caliTax 0 JaHHOM HHTEpHET-MarasWHe HJIM BUPTYaJbHOM IPOJABIE, B Clydae
HallM4uusl BBl cpasy oOHapyXuUTe OTPHLATENbLHBIE OT3BIBLI, OTCYTCTBHE OT3BIBOB O
BBIODaHHOM BaMH WHTEPHET-MarasuHe T[OBOPUT O KOPOTKOM IIEpUONE €ro
CYILECTBOBaHMS. BHuMaTenpHO uuraiite HazBaHus VHTepHeT-marasuHa, TeMm
caMbiM Brl n3bexure canros-kionos. CrapafiTech n3beraTh MOKYNKH TOBapa IO
npenoruiate. Ecnu LeHa ToBapa ropas3Jo HUXKE LEHBl B OOBIYHBIX PO3HMYHBIX
MarasyHax, TaK ¥ B APYrMX HWHTEpHET-MarasuyHax, JuM00 Ha pBIHKE B LEIOM
(HampuMep, P NPOJAKe aBTOMAWIKMHLI M0 3aHWIKEHHOH CTOMMOCTH), 3TO NOBOJ
HaCTOPOXKHUTBCS.




2. Ilyrem nonyuenus uHGOPMAUMU OT JIMUA, PASMECTHBILETO OGBABICHNUE O
npojaxe Kakoro-aubo ToBapa, O NONHBIX PEKBU3UTaX ero OaHKOBCKOW KapThl
(Homep, cpok aeiicTBus, nanHble aepxkarens, CVC-kog), AkoObl, ¢ LEIbIO
BHECEHUS TNPENOIUIaThl, C MOCIEAYIOMUM XHIIEHUEM C Hee NEHEXKHBIX CpPElCTB,
UCTIONB3YS MOTYYEHHBIE IaHHBIE.

He coofmaiite HenmsBecTHOMY Kakylo-au0o HH(OOpPMaLMIO KacaloLlyrocs
OaHKOBCKOW KapThl - [UId OCYLIECTBJEHHsS IepeBoAa TpebyeTcst TOJIBKO
HIeCTHAALATU3HAYHBIH HOMep Kaprtel. Hu npu Kakux oO6CTOATENHCTBAX He
coollaiiTe mMaponu Ha nposeneHne onepauui. Ilapons i BXOna B CUCTEMY
«bank OnnaiHy 3TO Ballla IMYHas KOH(QUICHLHAIbHAs HHPOpMaLHs,

3. Ilyrem nony4eHus NCHEXHBIX CPEIACTB OT IIOTEPIEBIIMX IIPH, AKOOEI,
BHECEGHHUM CTaBOK Ha (POHAOBBIX U UHBIX OUprKax.

[lpexne yeM BHOCUTH JEHBI'M NOYUTAHTEe OT3BLIBEI Ha PasIM4YHBIX CalTax B
WinrepHeTe, y3HaWTe K IOPHCAMKLMHA KaKOW CTpaHbl OTHOCUTCS AEATEIBHOCTH
NaHHOM OpraHu3alldy, a Taloke O3HAaKOMBTECh C IpPaBUJIaMHU K YCIIOBHUSAMH €e
IeSTEeTbHOCTH.

4. Bsnom cTpaHuI NOJIL30BATENCH B COLMAIbLHBIX CETAX, B OCHOBHOM
«BxonTakre» u «OIHOKIACHUKU», U Pacchlika COOOIUEHUH «ApY3bsiM» OT UMEHH
JaHHOIO IT0JIb30BATENs C NPOChOOH ONOMIKUTH AEHEr, KOTOpPBIE HYXHO MEPEBECTH
Ha yKa3aHHbIe aDOHEHTCKUe HoMepa Uiy GaHKOBCKUE KapThl.

[pexxne yeM OCYHIECTBUTH NepeBOJ MO3BOHUTE CBOEMY APYTy, OT KOTOPOTo
IPHUILIIO COOOLEHHE, U YTOUHUTE HHPOPMALIUIO.

C_MCHOIB30BAaHUEM CPENICTB COTOBOM CBs3W HyTeM cooOIMeHus rpaxaaHam
3aBEJIOMO JIOXKHOM uHpopManmu:

l. O wHapymenun ux OJU3KMMU pPOACTBEHHUKAMH JSHCTBYIOLIETO
3akoHojarenscTBa (cosepuwenue JTII, npuunHeHWe TENECHBIX IOBPEXACHUH,
XpaHEHUE HApPKOTUKOB U T.L.), C LENbI0 Nepefadd NOTEepPIeBIIUMHI JEeHEKHBIX
CPEACTB 4epe3 MOCPEIHUKOB, JUb0 NepeBoJ UX yepe3 TepMHUHAJLI OIUIATHl JUIA
paspelueHus CIoXKUBLIeHCA cuTyauuu. [1pyd 3TOM MOLUIEHHUKY CTAaparoTCs AepKaTh
KEpTBY» BCErja Ha CBI3H, C LIEJNEI0 UCKIIIOYEHUS KaKMX-TH00 aelcTBuil C ee
CTOPOHBI IT0 IPOBEPKE HHPOPMALIHH.

HeofbxonuMo mnepe3BoHUTE Ha u3BeCTHble abOHEHTCKHE HoMepa IHLY,
KOTOpPBIM [PEACTABISETCS 3JNOYMBIUUIEHHHUK, JIMOO pOINCTBEHHUKAM, C LENBIO
BBIICHEHMSI NEeHCTBUTENBHOCTH Npousomeamnx cobpituil. [Tonpocuts 380HAIETO
Ha3BaTh Kakue-nu0o0 MaHHBIE Nuld, KOTopbiM OH mpencrasisiercs (©.UM.O., nata
POXKIEHHUS, MECTO JKUTENIbCTBA, NaHHBIE POJCTBEHHMKOB, Kakue-mubo (axTsl U3
XKH3ZHH U T.J.).

2. O 6noxupoBke GaHKOBCKOW KapThl MyTeM pacchinku SMS-coobmenuit u
TIOCEAYIOMEro WHGOPMHUPOBAHKS O HEOOXOAMMOCTH JAJIBHEHINEro BBEICHHMS
psina koMauz ¢ 6ankomara.

[pexae dYeM BBINOJNHATH Kakue-THOO HeHCTBUS ¢ OGaHKOBCKOH KapToH
IIepe3BOHKUTE B OaHK ¥ YTOYHUTE HHOOPMALHUIO.

3. O BO3MOXHOCTH MNOJIyYCHHS KOMIICHCALMH 3a paHee NpHOOpeTeHHBIE
HEKAYEeCTBEHHBIE TOBaphl MM OKa3aHHbIE YCHYrd, Uil dYero HeoOXoauMo
TIEPEYHCIIUTE OIpe/(eNIeHHbIH IPOLEHT OT NoJIaralouecs CyMMEL.




Cnenyer 3HaTh, 4YTO pa3iIMYHbIE KOMIICHCALMM BLIIUIAYMBAIOTCS I'paxkgaHaMm
TOJBKO IPH HX JUYHOM [HCBMEHHOM OOpalleHHH B COOTBETCTBYIOLIUE
opranu3anyu. Hukakue npoueHTs! 3a BEIIIATy KOMIIGHCAlUH He YIIaduBaroTCA.

4. SIxo0ObB1, U3 MMOJUKIMHHAKU UK OOJIBHULEI, O TOM 4YTo Yy Bac wnu y Bamux
POIACTBEHHUKOB OOHAPY)XHIIH CTpalHBIH JMarHo3 M 4ToObl BbUIEYUTH OO0JIE3HB
HeoOX0auMO NepeBeCTH [eHBIH 3a JIeKapCTBa.

Heo0x0auMo MOMHHTH, YTO HACTOSIIMM Bpay HUKOTAa He OyIeT 3BOHUTL BaM
no rteneoHy U coO0WIATH O «CTPAIIHOM [OWATHO3E» WM IIPOCHTH IEPEeBECTH
JE€HBIY 32 JIEKapCTBa.

J. C npocb00#l KynuTh NPOLYKTbl, CIUPTHOE, LUBETHI U T.I1., JOCTABATH UX IO
yKazaHHOMY aJipecy, a [ONYTHO MepeurClInTh JeHEXHbIe CPEACTBA Ha TeledoH, ¢
3aBEPEHHEM, YTO JEHLI'H BEPHYT 110 MPUOBITUIO Ha aJipec 3aKa3yuKa.

Ecnu Bbl HcnonHsieTe Kakoe-1u00 IMOpy4eHHe M0 TelleoHy, NOCTaBIIseTe
3aKa3bl, TO HE CJIEAYeT MEepPeBOAUTH JIEHBI'W Ha HE3HAKOMBIEC Tele(OHBI, CHavaia
JIOCTaBbTE TOBAp 10 HA3HAYEHMIO U Ha MECTE OIPEIEIUTECH ¢ 3aKa3UUKOM.

KpoMe DUCTAaHIMOHHBIX MOUICHHUYECTB IPaiaHe CTAHOBSITCS YKePTBAMU U
KOHTaKTHBIX MOLUEHHUYECTB, COBEPLIEHHBIX IO/ BUIOM COLMANIbHLIX PAOOTHUKOB,
COTPYAHHMKOB pa3IMYHBIX OpraHuM3anuit (ropras, ropcser, IleHcuoHHBIA ¢oOHI,
MeJUIMHCKHe paGoTHUKH MU T.1.). [Ipemmoramu Moryt ObITh: CpouHbli 0OMeH
JeHer, HaaA0aBKU K IEHCUH, IPOBEpKa ra3oBOr0 MM BOJASHOIO 0OOpyHOBaHMS,
nepepacyeT KBapTILlaThl, NMPeMHM BeTepaHam, npojaxa BAJIoB, MeIULHHCKHX
npubOpoB WM APYTrUX Pa3iIMYHBIX TOBAPOB I10 JILI'OTHEIM HeHaM u T.1. OcHOBHas
HEeJb 3MI0YMBIIUIEHHUKOB — Y3HATD, [JI€ XPaHATCS JEHENHBIE CPEACTBA <OKEPTBbI»,
[OCNe Yero OTBIEYb €¢ BHUMAHWE ¥ COBEPUINTh MX XULIEHHE. TaxKe Npeanorom

MOXeT OBITh TaJaHue, CHATHE SKOObI HATOXKEHHOW I[IOPYHM, HUCHENEHHE OT
3a00JIeBaHMUIA.

Kak nousts oOMaH:

- 00 obMeHe HeHeXHbIX CpPEICTB MM IIPOBENEHMH Kakux-iubo pedopm
3apaHee Oyner coobwmarsesa B pasnuuabix CMMU (teneBunenue, paano, ne4aTHbIE
U3JaHusl), B OTHENeHUsIX OaHKOB, YUYPEKICHUSX COLUAIbHON [IOJNIUTHUKH,
NEHCUOHHOIO (OoHAa U T.J.

- Y3HaTh, YTO 3a OPraHU3aALUIO NPEJCTABIISIOT IIPUIIeIIKE U, IIO3BOHUB Ty/a,
y3HaTh, €CTh NIM TaM TaKWe COTPYAHMUKM M IMPOBOJUTCS JU OOXON HOMOB IO
0003HaYeHHOMY BONPOCY; MOMPOCHUTE NMPEIBABUTE YA 0CTOBEPEHHE,

- YBEIOMHTH POICTBEHHUKOB (PKeJIaTeIbHO MONPOCUTE MOABEXATh);

- ITIO3BOHUTE MJIH [103BaTh COCe/eH;

- MMO3BOHUTD 3aKPEINJICHHOMY COLIMaIbHOMY pabOTHHUKY;

- HE CTOMUT IIOKYIIaTh y HEU3BECTHHIX HUKAKUX JIEKAPCTBEHHBIX IPENaparos,
ra30aHAN3aTOPOB, CUETHHUKOB, (UIBTPOB VI BOABI, XO3SHCTBEHHBLIX TOBApOB,
MEIMLHHCKUX NPUOOPOB U T.1I.

































YImcmLmuca g&axmu MOWEHHUYecned 6
OMHOUWEHUU NOMCUABIX 2PAHCOaH

YAOCTOBEpEHHE,
OpraHMsauuio, COTPYAHUKAMU KOTOpPOH OHM
NpeAcTaBuAMCh WAW B NONULMIO N0 TenedoHy
2 02!

MK Bam npuwnu  paborHuku [lencuonHoro
dorga, couuanbHol,
UHblE AMLEA NOJ pPasAMYHBIMK NpPeaNoramun
neiTaoTca saitv K Bam 8 pom ans orkasanus
yenyr wam nposeprn obopyposanun

- He cnewnTe nyckats MX B gom!

rasosoii cnywbsr wam

ObssarensHo nocMoTpuTe Mx

rossoHuTe B Ty

- Hu B Koem citywae He NOKasbIBaiTe HESHAKOMbIM MECTa XpaHeHUA AeHer 1 ueHHocTei!
- Bygbte 6auTencHbl Npy nonbiTkax otsnedb Bac u ocraButk HesHakomua Ges npucmorpa B
KeapTupe (Hanpumep, nog npegaorom npuHecTH sogbi}!
He ocmasaiimect pasnooyiinsimu,
ooseoume my URPOPMaAYUI0 00 POOHBIX U OAu3KUX!

I'Y MBJ] Poccuu no HusicezopoOckoii obnacmu npedynpexcoaem!
B 2019 200y scepmeamu mowiennukoe cmanu 6onee 2400 scumeneii oonacmu.
Yugep6 om ux oeiicmeuii cocmasun 6onee 550 munnuornoe pyoneii.
Camoie pacnpocmpaneHHble CROCO0bI MowieHHUuYecmea!

[loxynka win npoaaxa ToBapa 4epes HHTEPHeT-caiT

Ecan Bol nponaere unn nokynaere Kakoii-iudo tosap
no o0BABIEHHAM, Pa3sMELleHHBIM HA HHTEpHeT-caliTax,
M ISl NepeBoja [eHeKHLIX CPeJcTB MOMHMO HOMEpa
Oanxosckoii kapTel Bac npocar wassate e€ NHUH-kop,

ko1 OesonacHocTH (3TO TpH nocjaeAHHe UHGPEI,

pacnojoxeHHele Ha oO6paTHolH cTopone OaHKBCOil
KapThl), a TaKmKe nApoln U3 TeeOHHLIX CMC-
co00LCHHIT.

NOMHUTE! BAM 3BOHUT MOLWEHHHWK!
HE nepeuucnsiite npegomnary, He yOenuBIUHCh B
HAIEHOCTH NPoJABLA.

MomenHnyecTBa ¢ 6AHKOBCKHMH KapTamMu

Ecin Bam npuwae SMS-cooGmenue o Tom, 4TO

Bama  GanxoBexast  kapra  3abJ0KMpoBaHa,
Heo0X0AHMO MMOATBEPAHTE OEPALHIO N0 CITHCAHHIO
HJIH NCPEBOAY ACHEKHBIX CPEATCR,

[MOMHUTE! Banku He O0CYIECTBANIOT TAKHX
pacceiiok! HE 3B0OHMTEe Ha yKa3aHHbIe HOMepa
TenedoHoB, obpaTHTECE B Onmmaiiiuee oTAcJCHHE
Bauka!



YuacTtunuch hpakrbl MOLUEHHUYECTBA B
OTHOLWEHUM MOXHUANLIX rpaxpaan!

BaM Do3poHEIN ¢ He3HAKOMOro HoMepa N
coo(muaig, 970 Bam 6H3kEll pOJCTBeHHEK
mopmax B Gegy (3aZepXkaE UoJHDHe,
COBepOIEI AOPOXKHO-TPAHCHOPTHOE
OpONCIIECTBES B T.J1.), 2 AJS TOro, ITobni
DOMO9b, HY3KHA OOpeeeHHas CYyMMa JeHer.
Obsazarennno HpoBephTe 3Ty
BEEQOpMANII0, CEEKHTECH ¢ POAHBLIMH H
OIMKHEME DO paHee H3BecTHBIM Bam
momepasm reaedonon!!!

HW B KOEM CNYYAE HE NEPEBOAUTE U HE NEPEQABANTE
HE3HAKOMbBIM JIMLLAM OEHEXHbBIE CPE[CTBA!!

K
HercaonHOro

Bam OpHMTE paGorenkm
domna, CONEANLBOMH,
ra3oBod cayx0ml B HIH HHbIe JENA ToJ
PRIHIELIME  OpeNIOraME  DRITAIOTCH
3aiiTe K Bam B J0M MUIR oKa3aHEA YCIVT,
OpoBepKH 060pyA0BAHAN H T.J.

-He cnemaTe nycKaTh HX B A0M!
-ObszaTensHo HoCMOTpHTE HX
yAoCTOBepeHHe, NOIBOEHTE B Ty
OpPrasE3zANHI), COTPYAHEKIMHE KOTOpOR
OHH NDpPeACTARH/INCH HIHM B DOJHIHIO
o Tesedory 02 wam 102!

- Hu x xoeMm ciaydae He NmoxKalulBaiiTe
HE3HAKOMLIM MeCTa XpaHeHHS [eHer H
HeEHocTedH!

- Byasre 6aETEeNBHEBI OPH OONLITKAX
oTBiIeds Bac u ocraBETh He3HaKoMIa Oe3
OpHCMOTPa B KBapTape (HEaopEmMep, Hox
NpeNI0roM OPHHECTH Bogb)!

He ocraBakTecCh paBHOAYLHbIMM,
OoBeAuTe 3Ty MHGOPMAaLIMIO A0 POAHDLIX U 6nM3Kux!



BHUMAHUWE! MOUWEHHIKNA

ry MB[] no Hmxeropopckoit o6nacru npegynpexpaert!

Momem-mqecma Ha HHTEPH&T—C&HT&X

- ITox npeasioroMm KyujaIH —
OpPOJAKH TOBapa

- ApeBJa XKHIbS JTHOO
noMemeHHH

- TpynoycrpoiicTBa

Bul npojaeTe WNM NOKYNanTe xakon-nib6o ToBap no obnABnNeHUAM, pasMelleHHbIM
Ha MWHTEPHeT-CaWTaX, CRAETe WK XOoTHTe apeHBoBaTL MWNLe W JANA nepesofa
ACHEMHLIX CPEACTE NOMKMO HOMepa 6aHKORCKOMW KapThl Bac npochy Hassarh eé NIMH-
Kon, kKop GesonacHoctd (310 TPM nocnepHue WUdPpLl, pacnonomMeHHLIEe oe3a8u
6aHKOBCKOM KapThi), 2 TaKHe Naponu u3 renedortbiXx cme-coobiieHM,

Momuure! BAM 3BOHUT MOLUWEHHUK!
HE nepeuucnanrte AeHeXHble CPpeAcTsa, He ybenusiimuces B
HapeXHocTH agpecaral

MoweHHn4YecTBa ¢ 6AHKOBCKMMM KapraMu
- Hox mpemrorom pas6/oKapOBKE
0aHKOBCKOM KApPTHL
- Beioaar pasigvaHBIX KOMOeHCanuH
- loaTrpep:knenns onepanai no
CHECAHEIO 1E00 nepeBoxy
A€HEKHBIX CPeaCTB

Ecnu Bam npuwno SMS- coobuenwe o tom, 410 Bama GaHKOBCKAN Kapra

3abnoKupoBana, HeoGXNOAMMO NOATBERAWTL ONEpPaUMID N0 CRHWCAHKID MNM NepeBony
ABEeHeMHbLIX cpeacTs

MomuKTe! BAHKM He OCYUECTBNAKT TakuxX paccuinox! He spoHuwTe Ha

ykasaHHbie B SMS-coobljernnu Homepa TenedoHoB, obparurech NAYHO B
6nwxanwee orgeneHue BaHka!

Ecnm Bux cvanu xepreoit mowenHukos unm Ber nopospesaiite,
uTe B oTHOWeHUW Bac NNAHUPYIOTES  MPOTUBONPABHLIR
ACUCTBUA, HEIAMEANUTErbHe coobupte ©6 3TOM B MONULMIO
ne renegpeny 02 ( ¢ mobunshore - 102)
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